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Fast Phones, Inc.
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Dear Ms. Dortch:

Telephone: (770) 232-9200
Facsimile: (770) 232-9208

Email: Isteinhart@telecomcounsel.com

Pursuant to 47 C.F.R. § 64.2009(e), Fast Phones, Inc. hereby submits its Annual
64.2009(e) CPNI Certification.

If you have any questions or if I may provide you with additional information,
please contact me at the above address, e-mail or telephone number. Thank you for your
attention to this matter.

Respectfully submitted,

Lanc . . Steinhart
Attorney for Fast Phones, Inc.

Enclosures
cc: Thomas Adair
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I, Thomas Adair, President ofFast Phones, Inc., certify that I am an officer of the
company named above, and acting as an agent of the company, that I have personal
knowledge that the company has established operating procedures that are adequate to
ensure compliance with the Commission's CPNI rules. See 47 C.F.R § 64.2001 et seq.

Attached to this certification as Exhibit "A" is an accompanying statement explaining
how Fast Phones, Inc.'s procedures ensure that the company is in compliance with the
requirements set forth in Section 64.2001 et seq. of the Commission's rules.

Name: Thomas Adair
Title: President
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Anuual47 C.F.& § 64,2009(,) CPNI Certlfleatiou

ED DoW! !!§-36

Fast Phones, Inc. has not token any actions (proceedin,gs instituted or petitions
filed by a company at either state commissions. the court system, or at the Commission
against data brokers) against data brokers in the past year. Companies must report on any
information that they have with respect to the processes pretexters are using to attempt to
access CPNl •and what steps companies are taking to protect CPNl.

Fast Phones, Inc. has not received any customer complaints in the Plillt year
concerning the unauthorized release ofCPNI (number ofcustomer complainta a company
has received related to unauthori~ed access to CPNI, or unauthorized disclosure ofCPN!,
broken down by category or complaint, e.g., instances of improper access byemployees,
instances of improper disclosure to individuals not authorized to receive the information,
or instances ofimproper access to online information by individuals not authorized to
view the information).

Signed Zh: 72~
Thomas Adair, President

FCC AtU:'n-ld Filing
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Exhibit A

Fast Phones, Inc.

Compliance Requirements



Seetion 64,ZOIlS

Fast Phones, Inc.
5340 Perimter Parkway Court
Montgomery, Alabama 36116

Compliance Requirements

Fast Phones, Inc, {"Company") maintains the following operating procedures to ensure compllance with the
requirements set forth in Sectlon 64.2001 et seq. of the Commission's rules, .

Use of customer proprietary netwo'rl;; inf()tmatiOll witbout cnstomer
ap\>roval.

(a) Art!' teleoollUllunicatioos carrier may use, <lisclose, orpermlt access to C1'Nl for tile purpose of
providing or morkct1ng semoo offerlngs OlllOltIllho caregodes of service I.eo, 100ill, int=ch~, llllJl
CMRS) to- wbtoh the oustomer already St'lbooriboo from the same o:atrler, witbout customer approvat

(1) If a telcoommunicafions oo:ri« providt$ different oategorles of service, an,d a customer
sub'''ribes to mOl'. fuan one category of ,eM'ce offered by the ClIIrler, the carrier is pe""itred l<> share
CPNI among the oorrier"'s ~iated entities that provide aservice offer1ag to the. ~ustolIler"

(;2) If a teleeo";"\l.Olcl>llo"" ClIIrler prO\lides diflbrent categorie. ofseM'ca, but • cuslomer does
not $Ubscribe ti> more than one offering by the camar, tbe carrier Is not pennitted to snare CPN1 wltb. its
affiliar.s, except as provi<l£d in §64.2007(b~

(b) A 101ecoromuniClltions carrier may oot us., disclost, or penolt """ass It> CPNI Ix> m""et It> •
"customer sof'lloo ofl'eclng. Illll! are within a categolY of 'eMce to which the su1:>,"'lber do" not already
subsm-ibe :from that QIDti.er, unless that <:anier has customc-r approval to do SQ, except as descn'bed in
P""l!"'!'b(c) ofthis section.

(1) Awlceless provIdor Inay US" dlscl_, orpennll ....'" to C1'Nl derived from lIS provision of
CMRJ!l, wllhom cllS1<>mer approval, for lheprovisian ofCPE and information setVlce(s). A wlrelino ""uier
may use: <'UscloSl) or pernrlt access to CPNI derived from its provision of lQcW exchange servfue.or
inte<o><c:bange sef'lloe, wllllout custom., apprqval, for 1lt. provision of CPE andcan answering, voloo lllllJ1
orme~ voice storage. and retTieval servioes:, fax store and forward, and prQtQcol oon.verskm.

(2) A wleoonunumoatioDS- carrier may not use, disclose, or permit access: to CPNI to identify or
track c::ustorners flmt call competing service providers. For l;lXwplel a local exchange carrier may not use
local "",vic. CPNI to 1rack all customo.. tnat oa1l1oOill.erviol> eDlOJ?elitors.

(c) Atelecommunications carder may OS., dfsclo.e, or pennlt access ro Cl'NI, wlfhom CUSIDm<lt
apJ)l'Oval, as d"ert1>ei1 in thl& paragraph (0).

(1) A 1:elecommunfcmtions can:ler may U8~ disolo~ ot peon-it sooess to CPN~ without Ol.ISromer
appl'ova~ in its provls~on.()f inside wiring Installation. maintenanoe, and repair services.

(2) CMRJ!l proViLlers may use, dlsc1",", or permit acees. to C1'Nl for \he ptopo,e ofconducting
research on the health effects ofCMRS,



(3) LECs, CMRS providers, and lntorG<lll11llCted VolP provider> may use CPNI, wllbout CUS\<>mer
approval, to market services formerly known as adjunct..towbasic services, such as, but not limited to1 speed
dialin$. computer-provided directory assistanco, colI monitoring, call tracing, cali blocking, call return,
repeat diaUng, 'Cell tracking, call wamngl caller 1.0., call fonvarding, and certain Centrex features.

(d) Alelecormnunieatlons <;artIer may us.. disclose, or permit access to CPNI to protect the rights
QU?ropr:I1)r oftile carrier, or to protect users ofthose services and other caniers from fraudulent, abusive,. or
unlawful use of, or subscription to, such senrices.

The Comprmy hus adopled specific CRN! policl.. to ",/Sllre tlta~ hI tlte absence ofcfIS/(Jmer appffwa!,
CPNI Is onlv liNed by /lze C/)1IlPImJ' 10 pr."ille or marlret Nervice offe,mgs amol/g the categories oJ
service (ie., local, lnte,excI.ange, ai.d CMRS) to which Oze cuSionzer alrea/{p saMerloes. The
Company's CPNI policies prolll1;~ /lIe sharing ofCPNI wlOt affiliated compallks, except ([$ permlJied
ul/der RrtJe M.ZII0S(a)(I) or wllh CIIslomer approval parS/llrnt to Rule 64.2007(b). Th.a,dyexceptlons
to Ihese policies are aspermilted under 47 U.S.C. § 22Z(d) andRule 64.ZII0S.

Section 64.2007 Approval required for use of wstomer proprietary network infQrnuttlon.

(a) A telecommunications carrier may obtain approval through \.\'titten, oral or electronic
methods.

(I) A telecommunications carrier relying on omlapproval shan be1!\' the bUl'den ofdemonstrating
that such approval has been gjven itl compliance with the Commission's mles in this part.

(Z) Approval or disapproval to use, discloso, 01 permJt ""cess to a customer's Cl'Nl obtained by •
telecoDUn!ll1ieations catder must remain in effect until the customer revokes or limils such approval or
p}sapproval.

(3) A telecoraml,ll1ications carrier must maintain records of approval, whether oral. written or
electronic, for at least one year.

III all circumstm:ces where eurtumer approval is required to use, dlsclo$(! or permit access to eRN1, the
Comp""y's CPNIpolicies require fi,al the Company obtain cuslomer approrallhrough wrlJien, oral or
e!edJ'on1c metho" IJt compllrm"" wllb Rule 64.2007. A CU$lomer's appravaiot ilisupprowil remablS m
effw until the c"~mer revokes or limits tIle approval or disapprolra[. Tlte Company malntnhrs records
ojcustomer approval (whetller written, vral <It elec.tronic)fur a mbl1mum ofoneyear.

(b) Use oJOpl-out ana Opl-in Approval Processes. A teleeommunica1ions carrier may, SUbject
to opt"ont approval or optrill approval, nse its costomer's individually identifiable ePNl f01 the purpose of
mro:keting communic:atiowNelated services to that ~to1ner. Atclecomri:l'llnicatlons cattier may, subjeot to '
opv.out approval or opt~in approval, disclose its customer's individually identifiable CPNI, for the purpose
of marketing comrnunleations·related services to that cus'tmri.er,. to its agents and its affi.liates tlJat provide
cOlnIDunicatim:w·related services. A telecommunications carrIer may also permit such person or entities to
obtain access to snch CPN! for ,ucll purposes. Except for nse and disclosure of CPNI 11lat is pennitted
without customer approval under section §64.z00S, or that Is described ill thi, paragmpb. or as otherwise
provided in section m of the Communlcatlon, Ac~ of 1934, as amended, a telecommunications canier
may only use, disclose, or pennit access to its customer's individUi:'lUy identifiable CPNl subject to opt-in
approval.

Tile Comp'11ty does not ase CPNI Jor any pllrpose (mcludinlf marketing eammllnicaIW11s-r"laletl
services) I1IId do..itot d/S;:losa orgraJllaccess to CPNIlo anyparty (mcluding to ag"'ts or affiliates tllOl
provitle commmticatio11Swrela:ted $erl'lees), except !IS permi/ted l'fn-dfU" 47 U.S.C. § 222(d) and Rule
64.ZII0S.



Section 64.2008 NotIce required for use of customer proprietary network information.

(a) Notification. Generall,y. (1) Prior to any solicitation fur customer approvol, a
teleoominunications carrier must provide notification to the oustomer of the customer's right to restrIct use
of. disclose of; and access to 1hat customer's CPNJ.

-
-------;;TAAf;;m (2) A telecommunications camel: must maintain :records of notificatio~whether ()raI~ wrItten or

electromc, tor at least one year.

(b) Individual noti<:e to customers must be provided when soliciting approval to usej disclose, or
permit access fA) customers' CPNI.

(c) Content ofNotice. CusWmer notification must provlde sufficient information to ellllble tl,e
customer to make an informed decision as to whether to permit a eatrler to use-~ disclose, or permit access
to> the custornm-'s CP'Nl.

(I) The notification must state that the customer has a rigbt, and the carrier has a dllly, under
federal law, to protect the contidellualily ofCPNl

(2) The notillcation must specify the types of infOl1lllltion that constitute CPNI and the specific
entities that will receive the CPN!, describe the purposes for which CPNI wi![ be usod, and inform the
customer othis or her right to disapprove those ll~es, and deny or withdraw aCCeSS to CPNl at any time.

0) The notHioaUOOl must advise tbe customer ofthe precise steps the customflr mo."t take in order
to grant or deny MCesS to CPN!, and must eloorly stale that • denial of approvol wi11 not affect fue
provision of any services to which the customer subscn"bes. Bomver1 carriers may provide a brief
statement;. in a clear and neutral language, describing consfiquences directly resulting from. the lack of
access to CPNf.

(4) The notification nmst be comprehensible and must not be misleading.

(5) If written notifICation is provided, the notice must be cl..,ly legible, us. sufficiently large
>type, and be placed in an area so as to be readily apparent to a cu,tomer.

(6) If any portion of a notification is translated into another language, then all portions of the
notification must be translstad ioto that language.

(1) A carrier may slate in thenotitieation that the customer's approval to us. CPNI may enhance
the carrier's ability to offer products ro,1d services tailored to the eustomer's needs. A carrier also may state
in the notifi~atlon that itmay be compelled to disclose CPNI to any person upon affirmative written request
bytheeustomer.

(8) A carrier may not include in the noti.fication any matement attempting to encourage a customer
to freeze tllird-patty a.""ss to CPNI.

(9) Th. notification must state tbat any approval, or deni~1 of approval fot the use of CPNI
outside ofthe service to which the customer already subscrrlbes from that camer is valid until the customer
affirmativeiy rovokes or limits such approval or denial.

(10) A telecommunications oarrier)s solicitation for approval must be proximate to th~

notification ofa customer)s COO rights.

The Company's CPNI polkies require that customus be notlfred Of their ,Jgllt$~ and tlte C<JlnptmJl's
obltgati()'Il$~ with respect It) CPNI prwr to any sol1cit(ll{on jqr customer approval Ail required customer
notices (w!u!fker written, oral or electronic) comply wiJh the requil'el1te1ttS of Rule 64.2008. 11,e
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CfJmpany maintains records ofaU TCU/nifetl Cl/StO'mer IUJ/ices (whether IVritten~ oral or electronic) for a
minhnant ofORe year..

(d) Notice Requirements Speoific to Opt-Out. A telecommunications carrier must provide
notification to obtain opt-<>u~ approval Ihrough eleotronic or written methods, but not by ora!
oonunnnication (excopt as provided in paragraph (f) of this .,olion). The contents ofany such notification
must comply with the requirements ofparagraph (c) oflhis seolion.

(1) Carriers must won a 30-day mlnimmn period of lime afler giving <msromers notloo and an
opportunity to opt..out before assuming customer approval to use, disclosc~ or permit aCCBSS to CPNI. A
carrier may, in its discretion, provide fur a longer period. Carriers must notify customers as to the
appllcable w&itiog perlQd for a response before approval is assumed.

(1) In the case of.n electronic form of notification, the waiting period shall begin to run from the
date on which the notification was sentj and

(ii) In the case of notification by mail, the waiting period sl,ail begin to run On the third day
fullnwing the date that the.notifioation was malled.

(1.) Carriers using the opt-out mechanism must provide notice, to theu· cu,to= every two
years.

(3) Telecommunications carriers tllat Use e~m.ai.l tQ provide opt-out notices must comply with the
following requirements in addition 10 ilie requirements generally applicable to notification:

(1) Carriers must obtain express, verifiable~ prior approval from consumers to send notices via e~

maU regardingtheir service in general, or ePNl in partIcular;

(ii) CarrIers must allow customers to reply direttly to e-maiis containing CPNI notices in order to
opt-out;

(iii) Opt~out e-mail notices that are· returned to the carrier as undeliverable must be sent to the
·customer in another form beforo camets may consider the customer to have received not[ce;

(iv) Carriers that use ...mail to send CPNI nollces must ensure that 1I1e subject Jlue ofthe message
clearly and acetn'ately identifies. the- SUbject matter ofthe e-mail; and

(v) TelecOllllllunications """I",. must make available to eve", ,,",romer a metbDd to opt-cut that
is of no addi:tional cost to the customer and that is available 24 hours a day. seven days a week earners
may satisfy tids requirement through a combination cfmelhods, '0 long as all oustomers have the ability to
opt-out atno cost and are able to effectuate that choice wheo~ver they choose.

The Comp41lY do(?S not currently solicit rrqpt out" customer approval for the use or iI1sclasure ofCPNI.
111. Company does not use CPNI for Imy purpose (incluillng marne/hlg communlcallons-rdaletl
services) amidoes nol tlisclo.. orgrant aCCi!SS U> CPNllo anyparty (inelMlng I<J agents or 'lffilltlles thai
provlife comnmnlcatlons....elo:tetl services), t=ept as pemtitleti mlder 47 U.S.C. § 222(tl) aM Rule
64.2005.

<e) Notice Requirements Specific 10 Opl-In. A llllecommunications c&ITier may provide
notification to obtain opt-in approval through oral) writt~ or electronic methods. The contents ofany such
notlticatlon must comply with the requirerneots ofparagraph (0) oftids section.

The Company does not currently SQlJcJt "opt !nit customer approvul for the use or dfscb&ure of CPNl.
The Company dqes not lise, disc.wse or grant access to CI!Nl for afty purp()se, to Im'Rtt1fy ()f in any
mrmner tltat would require a customer's "opt In napproval underthe CommJssionrs CPNI Rules.
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(I) Notice Requirements Specifio to One-Time Us. ofCPNl. (I) Cartl"'. may u•• oral uotice to
obWn limiled, one-time use of CPNI for inbound ""d outbound cos!<>mer telephone contl\Clll for the
duration'ofthe call, regardless ofwhetber carriers use opt~out or- opt~in approval based on the nature of the
conmct.

(2) The conmnls of OIly such notificatIon must comply with the requirements of paragrnph (c) of
this seeti<m, except that tl:l.ecommuni,ation. carriel:. inay omit any ofdle fullowioll notIc. provisions ifnot
relevant to the lliriJtea use for wuiCh the carner soo'KSCPfH;

(1) earners need not advise customers that if they nave opted-out previously, nQ action is needed
to maintain the opt..out election;

(it) Carri." need not advise costom.... that they lll!l)' shar. CPNI with fuelr afJlliate. or third
parti~5 and need not Dame those entities. ifthe limited CPNl usage will not result in use by~ f1t disclosure
to, an affiliate or third party;

(iil) Carrie,. need not disclo.e the "'''''"'' by which. customer can deny or withdraw future aco...
to COO, SQ long as carners explain to oustomers that the scope Qfthe approval the carrier seeks is limited
to one~time use; and

(Iv) Carriers may omit disclosure of the precise ,reps a cust<>mer must take hI <>rd.r to grant or
deny access to CPNI~ as long as the carrier clearly communicates that the customer can deny access to his
CPNI for the call.

liz ilttt«1lces where the Company 8eeks one-.time cushmter approVfi/.for tlll! lise or aJsCWSUTe of cPNI.,
tIte Compafl.} obtains such approval if: accot/lauce with tlte dlsclbsures~ metlu,){ls alld requJremeJlts
cunt~/JIed In Rnle 2008(j).

Section 64.2009 Safeguards required for use 0-£customer proprietary networl( information.

(a) Teleoommunications oaniers tn:ust implement a system by which the status of a customer's
,ePNI approval can 1>0 clearly establi,hed prior to the use ofCPNI.

Tile Compattyts billing system alIOW$ tluthorized company perstmuel to easily determine the status ofa
customer's CPNI approval on the cust{)mer account screen prior to the use (IT disc'ltYsure o/CPNL

(b) Teleoommunications carriers must train their personnel as to when they are and are not
aothorized to use CPNI, and cattiers must hav•.an~pies, di,ciplinary proces, in place.

Tlte Company has established CPNI c(JmpJ1tPWe pulicles t/tai include emp;oyee framing on restrlctiflJm
QIl the lf$e and disclosure /)[ CPNl alld reqaired sa!(!.gurud~ to protect agailwt unoufltorizetf use or
disclosure ufCPNI. Empl"yees have slglled thai IIUiY lI1tderstaud tl,. CPNlpolicles 4ud a vlol4tion of
tltosepolkles will r<sulilit dlscipllmuy Mllon.

(c) All caniers shall maintain a record, electronically or;u some other manner1 oftheir Q'vn and
their affiliates' sales and marketing campaigns that use their customers' ePNI. All camers shall maintain a
reoord of all instance, whete CPNI was di,elosed or provided to third partIes, or where thhd partie, were
allowed access to CPNL The record mu,t inoJude a descriptIon of each campaign, the specifie CPNI that
was used in the campaign, and what prodUCts and service.o:; were offered as. a part ofthe <latnpaign. Carriers.
shall retain the record for aminimum ofone year.

The ComJ)Q»y~s CPNI polfcles reqUite that all saler WId marketing campaigns inclUding those utl!t'dng
CPNl be rwurded (lItd kept un file fur at IIUlSf Olre year. Records are aiso nudnm/JIedf"r disclomre ur
access to CRN! by iltirdparties. me ,"cords hwlade tlte required In[ormailon listed In Rale 64.2009(c).
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(d) Teleconuuunications carriers must establish a supervisory review process regarding carrier
complianc~ with the roles in this subpart fur out..bouod marketing situations and maintain records: ofcarrier
compliunoo fur a minimum period of Qne year. Speoit1caUy,. sales personnel must obtain supervisory
approval of any proposed out-bound OllUk.ting roquest for customer approval.

The Co11fJJfI11J"s CPNI policies rof[lIire employees 10 ohtai" opproval from Ilte Compf11ty'. CPNl
________-'=CO"m"'"'Dli~IIJ"""'c"e~OfJJ5;.erfOr all markelittg clI!IIIJaigll§, Including tiro•• utiltztl/g CPNI, prior 10 initigling lit«!

campaigll. Record of tile marketing crnnpalgns" ahmg witl~ the apprtJpr!ate supervisory approv«l is
muintailledfor at leusi oneyear.

(e) A telecommunications carrler must bave an "meet, as an age:rrt of the carrler, sign aud fil.o
willi the Commission a compliance certifica~ on an annual basis. The t1fficer must state in the certification
that he or sbe has personal knowJe<lge that the company bas estabJisbed operating pr<>ee<lures that a",
adequate to ensure compliance wiff:! the rules in this subpart. the carrier must provide a statement
accompanying the certificate explaining how its operating procedures ensure that it is or .. is not in
compliance with the roJes in tbis subpart In addJtion, tb. "arrIer must inelude mi .xpJanation of any
action. taken agalnst data bl'OK'rs and a summary of all ...tomer complaints reooived in the past year
concerning the unauthorized ",lease of CPNL This fiJing must be made annuaJly with the Enforcement
Bureau on or before March 1 in EB DocketNo. ()6~361 for data pertaining to the previous calendar year.

The rC(juired qffk.'er cetlJflcatlon, actio1ls taken against lata hrokers and summalY of clistomer
c~11fJJlaillt tWC/dn£lZfJS are Incillded wUl, Ihis aecompCllyhl/f statement. Th. Company II'fU jIle li,es.
documents 01: an annual basis on l)T bllfore March 1 for data pertaining to tlte previous calendaryear.

(f) CllITiers mllSt prOVide wrJtten noti"e within five business deys to tbe Connnission of any
instance where the opt'"OUt mechanisms do not w<>rk properly? to such a degree that consumers' inability to
opt-out is more than, an anomaly.

• V) Tho notice sball be in fue furmofa letter, and shall m.lude fue carrier's name, a description of
the opt-out mecbanism(s) used, fue problems(s) experIencod, the remady proposed and when it will be/was
implemented, wh~ther the relevant state cotnmission(s) has' been notified atld whether it has taken any
action. a copy of'the notice provided to customers, and tonmct information.

(2) Such notice must be submitted even if the carrier offers other methods by which consumers
may opt.-out.

Tlte Company does Itot currently fWliciIlfopt put" customer «[Jpr(Jvalfor the lise or disclosure OfCPNl

Section 64.2010 Safeguards on the disclosure ofcustomer ~roprietarynetwo:rk illfonnation~

(a) Safeguarding CPNl. Telecommunications caniers must take reasonable measures to discover
and prote<::t against atteoopw to gMn unauthorized access to CPNl. TeleconnullDications: canIers must
ptDperly authenticate a customer prior t"O disclosing CPN1 based on customer-initiated telephone contact,
online account access, or an in~store vIsit,

TIle Company's CPNI policies and employee U"alnmg inc1udf; r(t(lS(mable measurer to discover and
prolect agoursl IIctivity tl,at Is indicative ofpretexllng CIId .mployees are I"slrucled 10 "otifY the Ci'Nl
Compliance Officer If(JJty sucl1. activity is sllspectetl.

(b) Telephone accells to CPNl, Telerommnnications carrier. may ouly diseJose <all detail
infonni:rtLon Qver the telephone, based on customer--initiated telephone contact, if the customer first
proVides the <mier with a password, as describe<l in pat¢grapb (e) oflhis seclion, the, is not prompted by
(he carrie-t asking for readily a'VaUabJe biographical information, or account information. If the tustomer
does not prOVide a password, the telet;Qmmunications carrier may only disclose call detail information by
sending it to the costumer's address of record, Of, by calling the customer at the relephone number of
record. tfthe customer is able to provide call detail information to the telecommunications carder dw:Ing a
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customer-initiated call wlthout the telecommunications carrlerts assistance. then the telecommunications
canier is permitted to discuss the call detail information provided by the customer.

The Cumpany's CPNlpelleles ''''$1'''' thai a eUSfJJmer Is ouly u/>k 10 access <all deMlluformatlo.. over
Ihe telephOllu lu .... of the ..ays listed In Ruk M.2010(/;). if tlte custom", coullol ,.mumb", their
password, Ihe; we prompted to alt$wet fI. security f[U&fion. Neither the pflsslPord nor the security
question are basea Olt remlily ovailable blographicaJ mfomwtwn or account hifQrmatJon., C!JstQmer

(c) Online access to CPN!. Atelecommunications carrier mmt authenticate a customer without
the use of readily available biographical InfonnatiDll, or account Information, prJor to ,"1cWinf' the
customer online access to CPNI related to a telecommunica110ns $~mC6 account. Once authenticated, thl':l
customer llUly only obtain o111ine .COIlS' to CPNI related to a telecommunications service account through a
password,'s desen'bed in pal1lgraph (e) ofthis section, that is not prompted by IJm cwrier asking for readily
aVailable biographical informatioX4 or account information.

The Comprmy'$ customers do not currffltly kaV'e aC'Ce$$ to tlleir aCCQU1U oftll1le.

(d) In-store access to CPNI. A telecommunications carrier may disolose CPNI to a customer
who, at a carri(',lr's retaillocanoD) first presents to the telecommunications camer or its agent a 'Valid pboto
10 matching the customers account information.

Thu Company's CPNIpallef.. allow flte Camp01!Jl to disclose ""II detailCRNI10 til. cu.•lomer at a retail
loca!1on afterpre.rC/lf1Jtg a wdidplwto lJ) tJUlt matdu!.s tIlt. customer's UCCQllnl information.

(e) Estoblisiwwnt of a Password and Baq""1!JI Altt1umtkutiall Method!: for Lost or ForgoUen
Passwords. To establish apassword, atelecommunications carrier must authenticate the customer without
the use ofreadily availablel:>lographica] infbrmation, or acwunt information. Telecommunications cattle""
may oreate- aback~up customer authentication method in the event ofa lost or forgotten password~ but suoh
,back-Up customer authentication metliod may not prompt tb. custoDler fnr readily avaUable biographical
'Jnfonnatio~ or account infmmation. If a customer carmot provide the correct password or the correct
response for the back~up customer au1hentication method. the customer lllust establish a new password as
described in this paJ'agrapl,.

Tire Company's CPNI pol/eks alIolV jor a few lPays to estahllsft a pll$sword, alI Of wltlef, e1tsure
c.Qmplicmc6 with the above paragraph. Eac11 method also a[wil's the customer to ({Sf4blfslt a btufl'-up or
security question in tile event tlM theyforget tJuir PfJSswortT. In "0 evmt d••• flte Compauy !rSe ,.adlly
fllJailable biographical inlQrmatJim or- account i1ifQrmatlon as a back-Up que:stlon or as a meant to ­
establish it password OT tuJllzentlcuie the CllstQmer.

(1) Notification 01 account changes. Te1ecQroml.lIDca1ions carriers must notify customets
immediately whenever a password, customer response to a back~up means of authentication for lost or
forgotten pas,words, online account, or address of record is created or changed. This notificatiou is not
required when. the customer initiates setvic<; including the selection of a password at service initiation.
This notification may be through a carrier-originated voicemail or text message to the telephone number of
record, or by mall to the address of fe<X}ru, rmd must not reveal the changed infonnation or be sent to the
new account information.

The Compfllty'. billing system grmerat~. a notification letter Wi"", any of the ["'fils listed In Rule
M.2010(j) Is created or c!ranged. Tlte Componylmmedlately mai1s out tfle notificatlo" fJJ the adtiress of
reeord (never a It... atldress) when requiredby Rak 6of.2010(j). Tile r:{)IfTeflt 'ftlle tU!lificatkm compU..
wIth tlte requlre1tumtsofRule 64.201O(j).
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(g) Business Customer Exemption. Telecomm:unicatlons eamers may bind themselves
contractually to- authentication regimes other than those described in this section for services they pro-vide
to their business customer that have both a dedicated account represenmtive and a COntract that specifically
addresses the carriers' protection QfCPNI.

Tlte CfJmpany does not td.ilJze tile busllless CU$romer excep!i(J/1- «t tllis lime.

Section 64.2011 Notification of customer proprietary network information security
breaches.

(a) A telecommunications c!lUier shaU llDtify l.w enforcement of a breach ofits customers' erN!
as provided in this se.ctkm. The carrier shalJ not notify its customers or disclose the breach pUbIiolYt
whether voluntarily or under slate or loeaJ law or these rules, until hhas completed ti,e process ofuotlfying
law enfurcement pursuaoltoparegrapb (1)).

(1)) As soon as practicable, and in no event later lhan seVen (7) business days, after rea.on.bl.
detelmination of the breacb, lb. telecommunicatlons carrier sball electJ:onieaUy notii'y the United States
Secret Service (USS$) and the Federal SUTOan ofluvestigation (FBI) throngh a central reporting fucility.
Tbe Commission will maintain a link to the reporting fucility at ht!;p:/lwww.fcc.gov/ebfepni

(I) Notwithstanding any state law to the contrary, tho carrier shaU not notifY customers or
disolose the breach to tho'public until 7 full business days bave passed after notlfication to the USSS and
the FBI except as provided Iu. paragraphs (2) and (3).

(2) lftile canierbelieves \bat there is an eXlraordlnarily urgent need to ootify any class ofaffected
customers sooner than otherwise allowed neder paragraph (1), in order to avoid innnedlate and irreparable
harm, it shaU so indicate in its notification and my proceed to innnedialely notify its .frected customers
only after .consultation with the relevant investigating ~crency. The carrier shall cooperate with the relevant
investigating agency~& request to minimize any adverse effects ofsuch customer notification.

(3) If the relevant investigating agency determines that the pu1>lle disclosure or noti.,. to
:customers wonld impede or compromise an ongoing or potential criminal investigation or natioDrd security,
such ageDcy may direct the canier Dot to so dillelose or notifY for an initial pariod of up to 30 deys. Such
period may be e>fended 1>y ilie agency .. reasonable necessary in the Judgment of tile agency. If such
direction is given, tbe agency sball notify tile canier when It 'Ppears iliat pUblic disclosure or notice to
a.ffected cnstomers will no longer impede or compromise acriminal investigation or national securi1y~ The
agency shall prt;Jvide in writing its initial direction to the carrier, any subsequent extension. and any
notification that notice will no longer impede Qr compromise a criminal investigation or national se<:urlty
and such writings shall be contemporaneously logged on tbe same reporting facility that contains records of
notifications filed by carrier,.

(e) RecQrdkeeping. All carriers shall maintain a record, electronically or in some other manner~ of
any breaches discovered, notification made to the USSS and the FBI pursuant to paragraph (1)), and
notification made to customers. Tbe record must include, lfavaUable, dates ofdlS<XJVOlS and notification, a
detailed description of the epN! tllat was the subject of the breach, and the clr<mmstanees of the breach.
Carriers shall retain the record for a minhnnm of2 years.

The Compan.y ',as policies andprocMures in place to ensure complitlnce wUJ, Rule 64.2011. m,en it is
reaso"nably determined that a breacll has occurred, tile CPNl Compliance Ofjicer will n()dfy law
enforcement and if$ customer in tIliJ tequired llmej'romes. A record oftlze bteach w11l be maintai1U~dIQI'

a minimum of two years and will lud.de all information required by Rille 64.2011.
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